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Omnipresent Data Breaches

Insurance giant Anthem hit by massive data
breach Experian data breach affects
Oremame st s 15 million people including

T-Mobile customers
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Network Forensics — Characteristics
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Network Forensics — Characteristics

Interactive data exploration
> lterative query refinement

» High-dimensional search

Disparate data access
» Temporal
» Spatial

Massive data volumes
» 50-100K events/sec
» 10s TBs/day
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Log Example — Bro Connection Log

#separator \x09

#set_separator ,

#empty_field (empty)

#unset_field -

#path conn

#open 2016-01-06-15-28-58

#fields ts uid id.orig_h id.orig_p id.resp_h id.resp_p proto service duration orig_bytes resp_bytes conn_..
#types time string addr port addr port enum string interval count count string bool bool count string

1258531.. Cz7SRx3.. 192.168.1.102 68 192.168.1.1 67 udp dhcp 0.163820 301 300 SF - - 0 Dd 1 329 1 328 (empty)
1258531.. CTeURV1.. 192.168.1.103 137 192.168.1.255 137 udp dns 3.780125 350 0 SO - - 0 D 7 546 0 0 (empty)
1258531.. CUAVTq1.. 192.168.1.102 137 192.168.1.255 137 udp dns 3.748647 350 0 SO - - 0 D 7 546 0 0 (empty)
1258531.. CYoxAZ2.. 192.168.1.103 138 192.168.1.255 138 udp - 46.725380 560 0 SO - - 0 D 3 644 0 0 (empty)
1258531.. CvabDg2.. 192.168.1.102 138 192.168.1.255 138 udp - 2.248589 348 0 SO - - 0 D 2 404 0 0 (empty)
1258531.. CViJEOm.. 192.168.1.104 137 192.168.1.255 137 udp dns 3.748893 350 0 SO - - 0 D 7 546 0 0 (empty)
1258531.. CSC2Hd4.. 192.168.1.104 138 192.168.1.255 138 udp - 59.052898 549 0 SO - - 0 D 3 633 0 0 (empty)
12568531.. Cd3RNml1.. 192.168.1.103 68 192.168.1.1 67 udp dhcp 0.044779 303 300 SF - - 0 Dd 1 331 1 328 (empty)
1268531.. CEwuIl2.. 192.168.1.102 138 192.168.1.255 138 udp - - - - SO - - 0 D 1 229 0 O (empty)

1258532.. CXxLc94.. 192.168.1.104 68 192.168.1.1 67 udp dhcp 0.002103 311 300 SF - - 0 Dd 1 339 1 328 (empty)
1268532.. CIFDQJV.. 192.168.1.102 1170 192.168.1.1 53 udp dns 0.068511 36 2156 SF - - 0 Dd 1 64 1 243 (empty)
1268532.. CXFISh5.. 192.168.1.104 1174 192.168.1.1 53 udp dns 0.170962 36 2156 SF - - 0 Dd 1 64 1 243 (empty)
12568532.. CQJw4C3.. 192.168.1.1 5353 224.0.0.251 5353 udp dns 0.100381 273 0 SO - - 0 D 2 329 0 O (empty)
1258532.. C1fEd43.. fe80::219:e3ff:fee7:5d23 5353 ££02::fb 5353 udp dns 0.100371 273 0 SO - - 0 D 2 369 0 0O
1258532.. C67zf02.. 192.168.1.103 137 192.168.1.255 137 udp dns 3.873818 350 0 SO - 0D 7 546 0 0 (empty)
1258532.. CG1FKF1.. 192.168.1.102 137 192.168.1.255 137 udp dns 3.748891 350 0 SO - - 0 D 7 546 0 0 (empty)
1258532.. CNFkeF2.. 192.168.1.103 138 192.168.1.255 138 udp - 2.257840 348 0 SO - - 0 D 2 404 0 O (empty)
1258532.. Cqdeis4.. 192.168.1.102 1173 192.168.1.1 53 udp dns 0.000267 33 497 SF - - 0 Dd 1 61 1 525 (empty)
1258532.. CHpqv31l.. 192.168.1.102 138 192.168.1.255 138 udp - 2.248843 348 0 SO - - 0 D 2 404 0 O (empty)
1258532.. CFoJjT3.. 192.168.1.1 5353 224.0.0.251 5353 udp dns 0.099824 273 0 SO - - 0 D 2 329 0 0 (empty)
1258532.. Cc3Ayyz.. fe80::219:e3ff:fee7:5d23 5353 ££02::fb 5353 udp dns 0.099813 273 0 SO - - 0 D 2 369 0 0O
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Existing Solutions

MapReduce (Hadoop)
v/ Scalability

X Batch-oriented: no iterative, exploratory analysis
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Existing Solutions

MapReduce (Hadoop)
v/ Scalability

X Batch-oriented: no iterative, exploratory analysis

In-Memory Cluster Computing (Spark)
v Efficient & complex analysis

X Thrashing when working set does not fit in aggregate memory
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Visibility Across Space and Time

» Performance: concurrent & modular design
» Scaling: intra-machine & inter-machine
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Contribution

VAST
Visibility Across Space and Time

» Performance: concurrent & modular design
» Scaling: intra-machine & inter-machine

» Typing: strong & rich

» Composition: high-level bitmap indexing framework
» Adaptation: fine-grained component flow-control

» Asynchrony: finite state machines for query execution

728



1. Architecture
2. Implementation

3. Evaluation



VAST Architecture — Single Machine

O

Q_©

a

o [
o [

8 /28



VAST Architecture — Single Machine

NODE
.
il] ARCHIVE
10.0.0.1 10.0.0.254 53/udp .
10.0.0.2 10.0.0.254 80/tcp
SOURCE IMPORTER EXPORTER  SINK %
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VAST Architecture — Ingestion

1 53/udp
2 80/tcp

generate
event batch

SOURCE

[meta [ type | 10.0.0.1 | 53/udp |
[[meta | type | 10.0.0.2 | se/tcp |
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VAST Architecture — Ingestion

1 53/ud|
2 50;::'; assign IDs

SOURCE IMPORTER

generate
event batch

[meta [ type | 10.0.0.1 | 53/udp |
[[meta | type | 10.0.0.2 | se/tcp |
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VAST Architecture — Ingestion
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VAST Architecture — Ingestion
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VAST Architecture — Ingestion

ARQHIVE

e
| ll====
=
Crrrr3 H e
O - | pompress s
J  ibatch -
N -

/! append data

1 53/udp
.2 80/tcp
Q-> ! to bitmap index
[type

SOURCE IPOR’

assign IDs

generate
event batch

[meta [ type | 10.0.0.1 | 53/udp |
[[meta | type | 10.0.0.2 | se/tcp |
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VAST Architecture — Index

INDEX
PARTITION PARTITION PARTITION

EEEE | (R | EEEE
FREE (HEER)  FEEE
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VAST Architecture — Index

INDEX

PARTITION PARTITION PARTITION
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EXPORTER

X in 10.0.0.0/8

I
X == 80/tcp
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VAST Architecture — Querying
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VAST Architecture — Querying
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VAST Architecture — Querying
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VAST Architecture — Querying

3. decompress

locate & ship | ~~~__batch
event batch for ID i S~
candidate
check

lookup bit vectors

EXPORTER SINK

from partitions X
X in 10.0.0.0/8 [Tmeta | type [ 10.0.0.1 | 53/udp |
[Tmeta | type | 10.0.0.2 | so/tcp |
X == 80/tcp
render results

INDEX
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VAST Architecture — Distributed
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1. Architecture
2. Implementation

3. Evaluation



Indexing Basics — Tree Indexes
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Indexing Basics — Composition
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Indexing Basics — Composition
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Indexing Basics — Inverted Index
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Indexing Basics — Bitmap Index
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Indexing Basics — Bitmap Index
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Indexing Basics — Bitmap Composition
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X €192.168.0.0/24 Y > 60s
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Indexing Challenges

» Represent millions of distinct values compactly

» Provide low-latency lookups

» Support type-specific operations
» Relational operators: {<,<,=,#,>, >, €,¢}
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Query Language

Boolean Expressions
» Conjunctions && Examples
» Disjunctions | | » A & B || !(C && D)

» Negations ! » orig.h in 10.0.0.1 && &time < now - 2h
~ |Pred e > &type == "conn" || "foo" in :string
» LHS op RHS » duration > 60s && service == "tcp"
» (expr)
Extractors Relational Operators  Values
> &tag > < <= == >= > » T, F
> X.y.Z » in, ni, [+, +] » +42 1337, 3.14
> :type » lin, Ini, [-, -] » "foo
>~ » 10.0.0.0/8
» 80/tcp, 53/7
» {1, 2, 3}
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Data Model

—

| bool | | string |
‘ int ‘ ‘ pattern ‘ ‘ T ‘ ‘ ‘
‘ record ‘

| count | | address | TYPE TYPE
| real | | subnet | ’ field 1 " field n ‘
| duration | | port |

TYPE TYPE
‘ time ‘ ‘ none ‘

—

compound types

S

—~—

basic types

—~—
recursive types
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| | string |

‘ vector ‘ ‘

‘ record ‘
TYPE TYPE
real i ’ field 1 " field n ‘
| duration | | port |
; TYPE TYPE
‘ time ‘ ‘ none ‘ i

—

compound types
\\.__, 44__—// \\-___4, 44___—f/

Y Y
basic types recursive types
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Bitmap Index for IP Addresses

192.168.0.42
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Bitmap Index for IP Addresses

11000000.10101000.00000000.00101010
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Bitmap Index for IP Addresses

X €192.168.0.0/27
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Bitmap Index for IP Addresses

X €192.168.0.0/27
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Data Set

Single-Machine
Data:

» 10 M packets from a 24-hour
trace (5 fields/event)

» 3.4 M derived Bro
connection logs (20
fields/event)

Machine:
» 2 x 8-core Intel Xeon CPUs
» 128 GB RAM
» 4 x 3TB SAS 7.2K disks
» 64-bit FreeBSD
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Data Set

Single-Machine
Data:

» 10 M packets from a 24-hour
trace (5 fields/event)

» 3.4 M derived Bro
connection logs (20
fields/event)

Machine:
» 2 x 8-core Intel Xeon CPUs
» 128 GB RAM
» 4 x 3TB SAS 7.2K disks
» 64-bit FreeBSD

Cluster
Data:

» 1.24 B Bro connection logs
(152 GB)

» Split into IV slices for NV
nodes

» N € [1,24]
Nodes:
» 2 x 8-core Intel Xeon CPUs
» 12GB of RAM
» 2 x 500 MB SATA disks
» 64-bit FreeBSD

22 /28



Queries

Label Results  Query

A 374  resp.h == 2001:7fe::53

B 942 (duration > 1000s || resp.bytes > 40000) && service == "dns"

C 13 origh in 192.150.186.0/23 && orig bytes > 10000 && service == "http"

D 3 duration > 1h && service == "ssh"

E 969,092 conn_state != "SF"

F 4812 :addr in 192.150.186.0/23 && :port == 3389/7

G 1,077 :addr in 192.150.186.0/23 && :port == 3389/7

H 34 &time > 2015-02-04+10:00:00 && &time < 2015-02-04+11:00:00 && ((src
== 77.255.19.163 && dst == 192.150.187.43 && sport 49613/7 &&
dport == 443/7?) || (src == 192.150.187.43 && dst == 77.255.19.163
&& sport == 443/7 && dport == 49613/7))

1 187,015 &time > 2015-02-04+10:00:00 && &time < 2015-02-04+11:00:00 && :addr

== 192.150.187.43
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Export

Import
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Details in the paper

VAST: A Unified Platform for Interactive Network Forensics

Matthias Vallentin Vem Paxson Robin Sommer
vallentinGicir.org verndicir.org robindicir.org
UC Berkeley UC Berkeley / ICSI ICS1/LBNL
Abstract an understanding of the incident a5 they can extract from

Network forensics and incident esponse play &
sit operations, but for large networks can pose daunting i

the available information,
“This process, however, remains manual and time-

activity and

inte-
NIDS, firewall

resuling logs. On the one hand,

NetFlow data, service

On the other hand, operators greaty beneftfrom nteraciive
exploration of disparate types of actvity when analyzing an

In s poper e reset e s, mplemenzion,
evaluation of VAS' me),

as Splunk aggregate logs from diffeent sources into a
single database, their data models omit crucial semanics,
and they struggle 10 scale o the data ates that lrge-scale
environments require.

et o ik sk i o

upon our years of

VAST icverages  aive implementaion o the acto model
10 scale both intra machine across available CPU cores.

forensic process [2):
ractivity. The potenial damage that an atiacker

1 Introduction

"%
o LB
-
£ ERY o
: &=

e ke g s s o
Figors 8 Use e syt COU o b o
it gt oo s s ik pln
ser plus sysiem CPU time

ey el

which we can see accumulating on the right-hand side,
because building bitmap indexes is a CPU-bound task.

52 Latency

concern. Further, a system’s interactiviy greatly affects
the producivity of an analyst [16]. We thus desire replies
10 queries © begin ariving within a second or s0.

po b
system's viability. VAST spawns one EXPOKTER per
ery, -

Figure 9: Query pipeline rflcting various stages of
single-node exccution. The first stag (Index) may appear
abseat because it can take too il time to manifet in the
ot

Lteey o

Figure 10: Index latency (full computation of hits) as .
function of cores.

box. the time when INDEX finished the

computation of hits. Finally, the crosses inside the bar

correspond to points in time when hits arrive, and the

circles to the times when EXPORTER finishes extracting
i hof

Securiy incidents ofen leave network operators scram- _ Scalability. Th volume o dta [0 arhi oo o ARCHIVE Cureatly,
ing o frrtout answers t ky questions: How did the  exceedsth capaity o sngle-machine deploymerts. A ereaving uency ele s a oy, be-
What did Where o the last et of b ed f d ) from  cavse
y i the st 10 the It result sent 103 SINK i i
o b aswell spawn a dedicated helper actor per ariving batch from
atack i the future? node. poncnts, we use the set the candi-
ing i Represencing abicary activiy re- Tuble 2, which a dates. Alecmtively,
oy aly a osing domaia- Tora i o ARCHIVE. Select ion algorithms (21]
i when importing data. Similaly, the

questionable behavior, or a report from another site de-

etected. The analyst then tries
1 locate the described behavior by examining logs of
past activity, often cross-correlating information of dif-
ferent types o build up additional contex:. Frequenly,

able analysts to work within their domain, rather than
spending time translating their workflows to lower-level

system idiosyncrasies.
In this work, we develop a system for network foren-

sics and incident response that ims to achieve these
i VAST (Visi-

Time), a unified

‘Pipeline. Figure O illustrates the latency cle-
ment s over th et uerics. Foral queries, we ran
VAST with 1 first

np
Index. VAST processes index lookups in a continuous
fashion, with first hits rickling in afer a few 100 msecs

The
red bar corresponds 1 the time it ook until EXPORTER
roceived the first st of his rom INDEX. The green bar

shows il EXPORTER has s he fs el
101s SINKs. We refer (o this as “tste” time, since from

tively (“pecling the onion),

that provides:

The blue bar shows the time untl EXPORTER has sent
the full set of results 1o it SINK.

r,gm index lookups fully com-
te within 3 scconds once we use more than 4 corcs.

tors during the evaluation, which require more time to

combine.
Overall, we find that VAST meets our sngle-machine.
artcular, we pri
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Conclusion

Network Forensics Challenges
» Explorative high-dimensional search
» Disparate data access

» Massive data volumes

VAST: Visibility Across Space and Time
» Platform for network forensics
> Interactive & iterative search
> Inter-machine and intra-machine scaling

» Open-source, permissive license (BSD)
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Questions?
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http://vast.io
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